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BBenenune

ModBus — KOMMYHUKAIIMOHHBIA TPOTOKOJI, OCHOBAaHHBI Ha KJIMUEHT-CEPBEPHON apXUTEKTYpE.
Pazpabotan ¢pupmoii Modicon 11 MCTIONIb30BaHUs B KOHTpOJUIEpax ¢ nporpammupyemoii gorukoit (PLC).
Cran cranpaptoM ne-(akTo B NPOMBIIUIEHHOCTH M HIMPOKO NPUMEHSETCS JUIsl OpraHU3alliH CBS3H
MPOMBINIJICHHOTO  3JIGKTPOHHOTO  oOopynoBaHus. Mcmomb3yeT mAnsg Tepeqadyd  JaHHBIX — 4yepes
noclieioBarenbHble JTUHUH CBs3u RS-485, RS-422, RS-232, a takke cern TCP/IP. B Hactosmee Bpemst
MOJIEPKUBACTC HEKOMMepUueckoi opranu3ainueii ModBus-IDA.

CymectByroT Tpu pexkuma nporokona: ModBus/RTU, ModBus/ASCII u ModBus/TCP. Ilepssie nBa
UCIIOJIB3YIOT MOCIeA0BaTeIbHbIE JIMHUN CBS3HU (B ocHOBHOM RS-485, pexxe RS-422/RS-232), nocneanuii
UCTIONB3YeT JuIst nepenauu nanHbix cetu TCP/IP.

Monynp cbopa AaHHBIX MPEAOCTABISIET BO3MOXHOCTH COOMpaTh HMHPOPMALUIO Yy Pa3IUYHbIX
ycrpoiicTB mo npotokony ModBus Bo Bcex pexumax. Taxke MoayneM peanusyrorcs (yHKIHUH
TOPU30HTAILHOTO PE3epPBHPOBAHUS, 2 MMEHHO COBMECTHOM pPabOThHl C yHaN€HHON CTaHIMEH 3TOro-ke
ypoBHs. B TO ke BpeMsi MOJy/b IIPOTOKOJIA MO3BOJISIET CPOPMHUPOBATE U BbIIATh JaHHbIE 110 MIPOTOKOILY
ModBus B pa3iuM4HBIX peXUMax M dYepe3 HHTep(enchl, MOJIepKUBAEMble MOIYISIMU MOJCHCTEMBI
«Tpancnoptsi».



1. O0uree onucanue nporoxoja ModBus

IIporokon ModBus/RTU mnpenmonaraer ogHo Bemylnee (3ampalinBaroniee) yCTPONWCTBO B JIMHUU
(master), KOTOpoe MOXKET NepeaaBaTh KOMaH/bl OJHOMY WJIM HECKOJIBKUM BEIOMBIM ycTpoicTBaM (slave),
oOpalasch K HMM IO YHUKQJIbHOMY B JIMHUU ajpecy. CHHTaKCUC KOMaHJ IPOTOKOJIA IO3BOJISIET
azpecoBaTh 247 ycTpoiicTB Ha OJHOW JUMHMM CBsi3u cTaHnapra RS-485 (pexe RS-422 unu RS-232). B
ciydae ¢ pexxumom TCP agpecarust HCKITIOYEHA U3 TIPOTOKOJIA, TIOCKOJIBKY BBITTONIHsIETCs: HAa ypoBHE TCP/
IP crexka.

WNuunmaTtuBa npoBeneHuss oOMeHa BCerJa MCXOIUT OT BEIYIIEro YCTpoicTBa. Bemombie ycTpoiicTBa
MPOCTYIIUBAIOT JIMHUIO CBsI3W. MacTep momaér 3amnpoc (IOChIIKa, MOCIEA0BATEIbHOCTh OAT) B IMHUIO U
MEePEXOJUT B COCTOSIHUE MPOCIYUIMBAHMS JUHUM CBs3U. Begomoe ycTpoWCTBO OTBeYaeT Ha 3arpoc,
npuIIeamui B ero agpec. OKOHYaHHE OTBETHOM MOCBUIKH MAacTep OMpPEIesieT 0 BPEeMEHHOMY WHTEpBaTy
MeX1y OKOHUaHUEM IMpHEMa IpeapIayiero 0aiTa u HadanoMm nmpuéma cieayromero. Ecnu 3ToT unTepBan
MPEBBICKIT BpeMsi, HEOOXoIuMoe Ui puéMa moiTopa OaifTa Ha 3alaHHOW CKOPOCTH Iepenadu, MpuéM
dpeitma oTBeTa cuMTaeTcs 3aBepmIEHHBIM. DpeliMbl 3ampoca W oTBeTa Mo npotokoidy ModBus umeror
(buKcupoBaHHBIi hopMmart.

1.1. Anpecanus

Bce onepanuu ¢ qaHHBIMEH TIPUBS3aHBI K HYJIO, KOKIBIH BHUJ TaHHBIX (PETHUCTpP, OWT, perucTp BXOja
M OuTa BXoja) HaunHatotes ¢ aapeca 0000 u 3akaHuMBaroTCs 65535.

1.2. CtanaaprHbie Kobl (DYHKIIUIH
B npotokosnie ModBus MOKHO BBIIEIHUTE HECKOJIBKO OAMHOXKeCTB KoMman (Tabmmma 1).

Ta6muma 1: [oaMHoKecTBO KOMaH/I npoTokojaa ModBus

IMogmMHOXKeECTBO JIlnana3zoH Koa0B
CrannmapTHbie 1-21

PesepB s pacumpeHHbIX GyHKIMi 2264
[Tonb3oBarensckue 65-119

PesepB 111 BHYTpEHHUX HYX] 120-255

Moaynem coopa JaHHBIX HCTOIB3YI0TCs KoMaHael 0x03 u 0x06 u1st 9TeHus U 3anucu peructpos, 0x01
u 0x05 mnst urenus u 3anmucu 6urtos, 0x02 u 0x04 1 yTeHHUs perucTpa u OUTa BX0/1a COOTBETCTBEHHO.

Moayns npoTokona oopabdareiBaet 3anpockl komangamu 0x03 u 0x06 11 YTEHUS U 3aIUCH PETUCTPOB,
0x01 u 0x05 ans uTeHus U 3aUCH OUTOB.



2. MoayJb peaju3anuy NPoTOKO0JIa

Moayns nporokona ModBus comepxut xonx peanusanuud NpoTokoidpHOM yactT ModBus, a nmeHHO
ocoOeHHOCTH BapuaHToB MpoTokooB ModBus/TCP, ModBus/RTU u ModBus/ASCII. Moaynb
IMPOTOKOJIa COBMECTHO C BI)I6paHHBIM TPAHCIIOPTOM AKTUBHO HCIIOJB3YCTCS MOAYJIEM c60pa JaHHBIX dJIA
OCYIIIECTBIICHUSI HETMOCPEICTBEHHBIX 3ampocoB. [[O0CKOIBKY MOAYNIb MPOTOKOJNA SIBISIETCS aBTOHOMHBIM,
TO, WCIOJNb3ysd €ro, MOXKHO CO3/1aBaTh JIOMOJHUTEIbHBIE MOJYJIM cOOpa JaHHBIX IOCPEICTBOM
HEeCTaHIapTHHIX QyHKUUN pacmupenus ModBus paznnunoro o0opyioBaHusl aBTOMaTHU3ALINU.

2.1. API ¢pyHknuu ucxoasmux 3anpocon

APl ¢yHKIMH HCXOASIIMX 3alpoCcOB omnepupyoT oomeHom Onokamu PDU, 3aBépuyTthiMu B XML-
MAKEThI CO CIEAYIONIEH CTPYKTYpPOM:
<prt id="sId" reqTm="reqTm" node="node" reqTry="reqTry">[pdu]</prt>

I'ne:
« prt — WM Tera 3ampoca ¢ Ha3BaHWEM HCTojb3yeMoro BapuaHTa nportokoia (TCP, RTU wumun
ASCII).
- sld — wupentudukarop ucTrouHukKa 3ampoca. Mcmombizyercs sl MOMEIIEHHST B IPOTOKOJ
BBIXOJTHOT'O IIPOTOKOJIA.
« reqTm — Bpems 3ampoca, a UMEHHO BpeMsl, B TEUEHUE KOTOPOTO OKUAATh OTBETA.
+ node — HOMep y371a Ha3HaYeHUs WK uaeHTudukarop rouuta ModBus/TCP.
« reqTry — KOJMYECTBO TOIBITOK TMOBTOPEHHs 3ampoca ¢ omuOkoil B orBere. TONbKO s
BapuanToB ModBus/RTU u ModBus/ASCII.
+ pdu — HenocpeICTBEeHHO OJI0K I0OHUTA JaHHbIX npotokoia (PDU) ModBus.

PesyneTupyrommii pdu 3amenser pdu 3anpoca B XML-nakere, a Takke ycTaHaBIUBAETCS aTpuoOyT “‘err”
C KOJIOM M TEKCTOM OIIMOKH, €CIM TaKOBa UMeJa MECTO.



2.2. O0cayxuBaHue 3anpocoB no nporoxkoay ModBus

BxonHas yacTh 00CTyKMBaHUS 3alIPOCOB K MOJIYJIIO MPOTOKOJIA OCYIIECTBISET IPOBEPKY U 00pabOTKy
3aMpoCcoOB MOCPECTBOM OOBEKTOB Y3JI0B, MIPEIYCMOTPEHHBIX MoayeM (puc.l). dakTuuecku peanusyercs
MEXaHU3M, TMO3BOJSIOMMA BBITIONHATE cucteMo OpenSCADA pomnp cepBepa ModBus/TCP  wnm
noquuHéHHOro ycrpoiictBa ModBus/RTU u ModBus/ASCII. Takum obpasom cucrema OpenSCADA
MOJTy4aeT BO3MOXKHOCTD HCITOJIB30BATHCS B POJIH JIFOOOTO yyacTHUKA ceTeit ModBus.
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Puc.1. Bxiagka nepedns y37moB 00CTyKMBaHUS BXOSIIUX 3alIPOCOB MIPOTOKOJIA.

V3en npoTokosa SKBUBAJICHTEH (GU3HUECKOMY Y311y ycTporcTBa cet ModBus. ¥Y3en mpoTokosia Moxer
paboTaTh B TpEX pexKUMax:

+ «JlaHHBIE» — pexum oTpaxkeHus: AaHHbIX cucteMbl OpenSCADA Ha MaccUBBI PETHCTPOB U
6uroB ModBus ¢ nepenaueil ux 1o 3anpocy KJINEHTCKOTO y3ja UM MacTepa.
« «IInro3 y3ma» — pexuM nepeHanpasieHus (II030BaHUs) 3alpPOCOB K Y31y B APYrol cetu
ModBus yepe3 naHHbIN y3e1.
+  «IlImo3 ceT» — peKUM MepeHarpaBIeHHs 3aPOCOB K JII0O0OMY Y311y B JIpyryio cetb ModBus,
(hakTHYEeCKH BBIMOIHSS MHTErPALUIO HeCKoIbkuX ceteil ModBus B ony.

[TockonbKy y370B TPOTOKOJA MOXKET OBITH CO3/IaHO MHOXKECTBO, TO IOJIy4aeTcs, YTO Ha OJHOM
uHTepdelice, T.e. B OJHOHU ceTH, oHa cTaHmus Ha ocHOBe OpenSCADA MoeT mpo3payHo MPeICTaBIIATh
HECKOJIbKO y3110B ceTd ModBus ¢ pa3inuHbIMU TaHHBIMU.

PaccMoTpuM 0cOOEHHOCTH KOH(UTypaIiy y3J1a IPOTOKOJIA B PAa3IMYHBIX PEKUMaX.



Pexxum y3s1a nmporokoJia «JlaHHbIe»

Pexxum ucnonp3yercs s oTpakeHus: JaHHbx cucteMbl OpenSCADA Ha MacCHBBI PETHCTPOB U OUTOB
ModBus. O6mias koHbUTypanus y3ja OCyIIEeCTBISIETCS BO BKIaAKE «Y3em» (puc.2) mapameTpamu:

+ CocrosiHue y311a, a UMEHHO: cTaTyc, «Bkimouen» u ums B/l, cogepaxareil KoHpUrypamuio.

«  HWpentuduxarop, UMs 1 ONMCaHHE y3JIa.

+ CocrosiHHE, B KOTOPOE NEPEBOANTH y3€Il IpH 3arpy3ke: « Bxmrouen».

« Apnpec y3na cetu ModBus ot 1 o 247.

+  Bxopgsmuil TpaHCHOPT, K CETH KOTOPOrO OTHOCHUTCA y3el. BriOupaercs u3 nepedHs BXOAHBIX
TpancnoptoB nojacuctemsl «Tpancnopter» OpenSCADA. VYkazaHue B KauecTBe TpaHCIOpTa
cuMBoja "*" nmemaeT maHHBIN y3ell ydacTHHKOM Jirobo cetn ModBus ¢ 06paboTkoit 3ampocoB OT
M000r0 TpaHCIIopTa.

+ BapuanT nporokosna ModBus, 3arpocsl B KOTOpOM JT0JKeH 00pabaTbIBaTh y3en U3 ciucka: Bee,
RTU, ASCII, TCP/IP.

+ Bpi0op pexnMa, B JTaHHOM Clly4yae 3TOT pexuM «J]aHHbBIEY.

+ Tlepuon obcuéra MaHHBIX B CEKyHNaX. YKa3bIBaeT MEPUOIUIHOCTH 00pabOTKH (HOPMHUPYEMBIX
JUI 3allpOCOB JIaHHBIX, a UMEHHO Tabmuubl AaHHbIXx ModBus, mporpammsl oOcuéra JaHHBIX U
oOciry>kuBaHue cchiIoK Ha naHHble OpenSCADA.

VY310M B 3TOM pexknMe 00pabaThIBaOTCS ClIEAYIONINEe CTaHIaPTHBIE KOMaH bl MpoTokoia ModBus:
+ (0l — yTeHue rpynmsl OUTOB;

+ (3 — 4dTeHue TPyIIbl PETUCTPOB;

+ (5 — ycraHOBKa OJIHOTO OWTa;

+ (6 — ycTaHOBKa OJIHOTO PETHCTpA.
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Jnst popmupoBanusi Tabmuipl oTpaxkeHUs AaHHbIX ceTh ModBus, a umMeHHO peructpoB u OUTOB
npexycMarpuBaeTcs BkIaaka «Jlannaeiey (puc.3). Bknagka «/laHHbIe» COAEPKHUT TAOIUIly MapaMeTpOB H
nporpaMMy 00OpaOOTKM MapamMeTpoB C YKa3aHHBIM SI3bIKOM IMPOrPaMMHUPOBAHUS JOCTYIHBIM B CHCTEME
OpenSCADA. Tabnuua cofepXKUT napaMeTpbl CO CBOWCTBAMHU:

« Id — unentudukarop napamerpa. SBIsETCS KIIOYEBBIM 111 (POPMHUPOBAHUS TAOIHII PETUCTPOB
n o6uroB ModBus. Jlyist ykazaHusi TOTo, 4TO JIaHHBIN MmapaMeTrp sBisieTcss peructpom ModBus,
HeoOxoaumo uaeHTH(uKaTop 3anucath B Buae «R[N]w», roe N — urncno Homepa peructpa ot 0 110
65535, a w — He0Os3aTeIbHBIN CUMBOJI, YKA3bIBAIOIINI HA BO3MOKHOCTh YCTAHOBKH €T0 3aliPOCOM
ModBus, wnampumep: R23, R456, R239w. J[Ina ykazanus Outa ModBus HeoOxoaumo
uneHtuduxatop 3anucath B Bujae «C[N]w», rne N — uncino Homepa Outa ot 0 g0 65535, a w —
HeoOs3aTeNbHBIA CHUMBOJ, YKa3bIBAIOIIMI Ha BO3MOXKHOCTH yCTaHOBKU ero 3ampocom ModBus,
Harpumep: C437, CO, C39w. Bce ocranbHble NapaMmeTpbl, HE MOMABIIUE IO BBIIICYKa3aHHbIE
[paBuja, SBIISIFIOTCS BHYTPEHHHMMHM U MCHOJB3YIOTCS Il PAa3IMYHBIX IPOMEKYTOUYHBIX
BBIYHCIICHH, 00paboTKU U TipeoOpa3zoBaHUs.

«  Hma — Vms napameTpa, UCHONB3YETCS 111 UMEHOBAHUS CBS3H.

« Tun — Tun napamerpa u3 cnucka: «BemectBeHnslit», «Llenblit», «Jlornueckuit» u «Ctpokay.
s peructpoB u 6utoB ModBus mmeer cmpicn ycraHaBiuBaTh «llenbrity u «Jlorudeckuit»y THIl
COOTBETCTBEHHO.

« Csa3p — IIpu3HaK TOro, YTO JAHHBIM MapamMeTp AOJDKEH CBSA3BIBATHCSA C aTpHOyTOM Iapamerpa
nonacuctemMbl «COOp JaHHBIX». YKazaHHble ATHM (hJaromM CBA3M YCTAHABIMBAIOTCA BO BKJIAJKE
«CBs131».

+  3nauvenue — VlcxolHOE UM TEKYIIIEe, €CIH y3€J BKIIOUYECH, 3HAUEHUE IapaMeTpa.

B Tabmuiie no yMoT4aHMIO ONPEAEISIOTCS HECKOIBKO apaMeTPOB CHEIUATBHOTO 3HAYCHUS:
. [ frq — 4actoTa BEIYUCICHHS TaOJIHUIIBI IIPOTPAMMON;
- f start — npU3HAK NEPBOTO MCIOJIHEHHS, 3aITyCKa, IPOTrPaMMBI.
[ stop — npuU3HAK NOCIETHETr0 UCIIOIHEHNUS, OCTAHOBA, TPOrPaMMBI.
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Puc.3. Brimanka «/lanubie» ctpaHuiisl KOHQUTYpaIMU y3j1a TPOTOKOIA B peKuMe «JlaHHBIEY.

Jlst yka3aHHBIX B KaU€CTBE CBS3EH MapaMeTpOB MOXKHO YCTAHOBUTH CBSI3U TOJBKO JUISI BBIKIIFOUEHHOTO
y371a TPOTOKOJIa BO BKIaAKe «CBsizn» (puc.4).
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Pexxum y3i1a nporokosia «1llaro3 y3aa»

Pesxxum ucnonb3yercst ans mpoOpoca 3ampocoB K OTAEIBHOMY YCTPOHCTBY B zpyroit cetu ModBus B
cetb  ModBus, mis kotopoit ckoHbUTypupoBaH JaHHBIM y3en. OOmas kKoHdurypamws y3ma
OCYIIIECTBIISIETCS BO BKJIAJIKe «Y3em» (puc.5) mapaMmeTpamu:

« CocrosiHHE y311a, @ UMEHHO: CTaTyC, «Brimrouen» u umst BJ1, comepikarieir KOH(UTYpaIHio.

- Wnentuduxatop, UMs 1 OMHCaHUE y3IIa.

+ CocrosiHHe, B KOTOPOE MEPEBOAUTH Y3€II IpH 3arpy3ke: « Brimroueny.

« Anpec y3na cetnt ModBus ot 1 10 247.

+ Bxopsmuit TpaHCOPT, K CETH KOTOPOTO OTHOCHUTCS y3enl. BeiOupaercs u3 mepedHs BXOTHBIX
TpancnoptoB mnojacucteMbl «Tpancmoptey OpenSCADA. VYka3zaHue B KadecTBE TpaHCIOpTa
cuMBoOiIa "*" nemaer AaHHBIN y3el ydyacTHHMKOM JitoO0oi cetu ModBus ¢ 00paboTkoii 3anpocoB oT
T000TO TpaHCIIOPTA.

- Bapuant npotokona ModBus 3anpockl B KOTopoM J0JKeH 00padaThiBaTh y3el U3 cnucka: Bee,
RTU, ASCII, TCP/IP.

+  Bribop pexxuma, B tTaHHOM citydae 3TOT pexxuM «L1Imo3 y3may.

« TpancmopT, B KOTOpBIA MEPEHANpPABIATH 3alpoC, W3 TEPEYHs HCXOIIIIMX TPaHCIOPTOB
noacucTeMsl « TpaHCTIOPTHI».

« IIporokoin B KOTOPOM IepeHanpaBiIsTh 3aIpoc.

«  Anpec y3ma cetu ModBus, ot 1 10 247, B KOTOPYIO TIepEHANIPABIIICTCS 3aMpoC.

Tain  Pepaktwpopadwe Bug  Nowmows QTStarter
] 3 = 1% = s
8 5000 = = KL 200 29
HMma B
| ¥Yaen: gate
Test ModBus
- BuixogHoi TDaHcmopT: Yaen
Exlar
[l @y TPaHCnOpPTHbIE NPOTOKONb — CocToAauwe E]
HTTP-peanuaaums CTatyc: Bxmouen. 3anpocos 0.
CoSCTESHHBIA NROTOROA ©W—
= ModBus Brniouen: fF
test B [ |'l
gate
=] J CHop L aHHblx — Kowdury pauma
=) Mogyis: ID: gate
TpaHcnopTeép MCTOUYHK "
MR
= ModBus [
testTCP Onucadme:
testRTU
DCON ket
SMNMP gnvedT
EnoyHbIf BBIYWMC NHMTEND
R CEop LaHHBIX CHCT
SepykoRAA KApTA Brniouare: [ |
O awron e e 4
BhlykcnMTENs Ha java n |
CHop LawvHblx Skemans Booou, AILni TRaHC NopT: [Sockets.testl‘u‘lodﬁus |v]
Diamond nnatsl coopa
" =
Eutinuotexa wabnoHos:
@ Creunasiuie B TpaHcnopt: [Sar'ﬂl.axkar |v]
@l MoNb30BATENBC KWE MHTED
@) ¥YnpaeneHwe moaynamn B npotokon:
- roaspey: [1_ [ =
® Loop S5L
=

Puc.5. Bxnanka «Y3em» cTpaHuiibl KOH(GUTYpAIUK y3/1a MpoTokoa B pexume «11mo3 y3may.
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Pexxum y3i1a nporokoiia «1lliaro3 ceTm»

PesxxuM ucnonb3yeTcs Uit mpodpoca 3apocoB CETH LEIUKOM B Ipyryio cetb ModBus u3 cetn ModBus
JUIST KOTOPOM CKOH(HUTYPUPOBAH MaHHBIA y3en mpoTokosia. OOmas xkoHUTypalus y3jga TPOTOKOJIA
OCYILECTBIISICTCS BO BKJIaJKe «Y3em» (puc.6) napameTpamu:

« CocrosiHHE y311a, @ UMEHHO: cTaTyCc, «Brimrouen» u umst BJ1, comepikarieir KOH(UTYpaIHio.

- Wnentuduxatop, UMs 1 OMHCaHUE y3IIa.

+ CocrosiHUE, B KOTOPOE NIEPEBOUTH Y3€1 IpHU 3arpy3ke: « Bkiroueny.

+  Bxomsamuii TpaHCTIOPT CETH, U3 KOTOPOW MPOoOpackIBAIOTCS 3ampochl. BeiOupaercs u3 nepedns
BXOJIHBIX TpaHCHOpPTOB nozacucteMsl « ITpancrnopteny OpenSCADA.

- BapuanT nporokoia ModBus, 3arpockl B KOTOpOM J0JKeH 00padaTeiBaTh y3ei1 U3 CrrcKa: Bee,
RTU, ASCII, TCP/IP.

+ Bri0op pexnma, B TaHHOM city4dae 3ToT pexuM «11Imo3 cetm».

« Tpancropt ceTd, B KOTOPYIO MEPEHANPABIATH 3alpoC, U3 MEPEYHS HCXOMALIUX TPAHCIIOPTOB
nozacuctemsl « TpancopTsD».

+ IIporokos B KOTOpOM IepeHanpasiIsTh 3aIpoc.

-+ QT OpenSCADA KoHthMrypaTop

®afn  Penaktupoeavne Bun  Mowmows QTStarter
= — : P o
88 OV0V0O0 =X Ll 200 2@
[ ws =] Yaen: gate
Test ModBus
[} BuixogHod TpaKciopT: m
Exlar
=l i TPaHCNOPTHBIE NPOTOKON b — CocToanue
HTTP-peannzauna L CTaTyC: OTRmOYEH.
CoGCTEGHHBIA NEOTOKDN CIx
= ModBus Brmouew: [
e [ B
gate
£l | Coop aanubix — KoHdpury pauua
=l Mogyme: D! gate
TpaHcnopTép WCTOYHK . [
= ModBus
testTCP Cnwnc aHne:
testRTU
DCOM knmeuT
SNMP knwnedT
EncuHBIA BEIYIAC NUTENB
R CEop AaHHBIX CcT]
3pykoRan kapTa Brniouats: | |
ﬂornuscml?lypoulauh Bxod WM TpaHc nopT: [Sccksts.hastModBus |vl
By naTens Ha ava n
Cop LaHHbix Siemens MpoTokon: =
Diamond nnatsl cﬁopa,_ Y— H
Eufinmoreka walnoos:
| Apxuebl B TpaHcnopt: [Sar'al.exhr |vl
{9 Cneunanbhbie Bl ST ERET) n
I!l Monkz2oEaTENECKUE MHTach
L] !Tnaunaunammvnn[a&_ulz]'
[J[romar|

Puc.6. Brianka «Y3em» cTtpanuiibl KOHpHUrypamuu y3na npoTtokosia B pexxume «I1lmro3 cetny.
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2.3 Oruét 3anpocoB ModBus

Jnst  BO3MOXKHOCTHM  KOHTPOJSL 32 KOPPEKTHOCTHIO — OCYIIECTBIICHUS
KOMIIOHEHTaMU MOJYJIEM IPEAOCTABISIETCS BO3MOXKHOCTh BKIIFOUEHHS OTYETA 3alpOCOB, MPOXOSAIINX
yepe3 MOJyJb npoTokosia. OTYET BKIIOYAETCA YKa3aHHEM He HYJEBOrO KOJIMYECTBA 3alucedl BO BKIIAJE
«OT4€T» cTpaHUIBI MOIYJIS MpoTOKOAa (puc.7).

| QT OpenSCADA KoHhWrypaTop

Pain  Pepaktupoeadne  Buo  MNoMmows

880OCO =
|mm [+]

QTStartar

= had 200 S

PpasiIn4HbIMHU

SMMP knwenT
BENOYHBIA BBIYAC AT
R CEop LaHHbIX g
3eyKOEAA KapTa
Norudec ki y poe eH
Bbluwvc nuTene Ha jay
CHop AaHHbix Skemd

E-&-E-E-E-E-E-E

Diamond nnatel c6o
EubnuoTaka wabnoHos:

[ ] Apxugsl

4 Cneuwaneubie

] MoNbaoBATENbCKWE WH1
@Y YnpaeneHre MoOLy NAMK

& Loop
& @ Loop SSL =]
& PLXB i

Moayne: ModBus
i/ Tpaucnoprel
[l iy TPaHcnopTHbIE I'IpCI'I'DK(_ [ Momous | Yane) ] CTuaT l
HTTP-peannzaung
CoScTReHHBIA NREOTOKON Paamep oTuéTa: [ 100 H
[ {ifiadEns u
teat OTYET:
gate Wed Apr 15 17:55:18 2009 RTU: testRTU' --= 1({Sarialexkar)
=] J COOp 0 aHHbIX Banpoc -»>01 0300000005 85c9
= Mogynas: OTEeT->01030a 0380021 0000000a 00 5daa 44
TpaHcnopTép ueToY
= ModBus Wed Apr 15 17:55:18 2002 RTL: Serialtest() --=1
testTCP Sanpoc -= 01 0200000008 85c9
testRTU OTeeT -=01030a 03 e8 00 21 0000 00 0a 00 5d aa 44
DN knnenT

Wed Apr 15 17:56:18 2009 RTU: testRTU' --= 1{Sarialexiar)
3anpoc -= 0101 00030006 4c O
OTeeTt -= 010101 0b 10 4f

Wed Apr 15 17:56:18 2002 RTU: Serialtest() -= 1
Zanpos -= 0101 00030006 4c 08
OTeeT -= 010101 0b 10 4f

Wed Apr 15 17:55:17 2009 RTU: testRTU' --= 1{Sarialexar)
Sanpoc -> 010300000005 859
OTeeT -=01030a 0328 00 21 000000 0a 00 5c 6b 84

Wed Apr 15 17:85:17 2008 RTU: Serialtest() --= 1
Zanpoc -> 010300000005 859
OTeeT -=01030a 0328 00 21 000000 0a 00 5c 6b 84

[ :ii | (]

—=
g )

Puc.7. Bkinana «OT4€T» CTpaHHIIBI MOIYJISl TPOTOKOJIA.
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3. MoayJb cOopa JaHHBIX

Mopayns cOopa TaHHBIX HPEIOCTABISCT BOSMOXKHOCTD OIPOCA U 3allMCH PETHUCTPOB U OUTOB yCTPOWCTB
nocpeactsoM pexxkuma npotokosios TCP, RTU, ASCII u komanp 3ampoca 0x01 — 0x06.

3.1. KonTpoiiep 1aHHBIX

Jns nobaBneHus ncTouHnKa AaHHBIX ModBus co3maérest u KOHGUrypupyeTcs KOHTPOJUIep B CHCTEMeE
OpenSCADA. ITpumep BKIIaAKK KOH(UTYpAIIMK KOHTpOJUIEpa JaHHOTO THIAa U300pakeH Ha pHcC.8.

dain

PepakTpoBaHne

Bun

QOO ==

|L1Mﬂ

EH-B-E

Loop

PLXE

E-E-E

= ‘ Demo cTaHuma

" Baskl faHHbIx

{4} BesonacrocTs
TeaHenopTel
o TRAHCMOPTHEIE NPOTOKCN
El- | +| CBop AgHHeIx

| MNonbsoeaTensoke MHTEP
€Y ¥npasneHWe MogynAMK

Loop SSL

KoHTponnep MNapameTpel

2

Kormponnep: testTCP

~CoCcToAHWE

CtaTtyc: 3amywed. Bpema coopa gaHHbIX 3.318 mc. Mpountano 15(0) perucrpos, 18{0)
Buros. 3anucado 0 perncTpos, 0 BuroB. Oumbok coeguHeHnn 0, sanpoca 0.

Janyckate: ||

= Modyns:
LLNK3 METOMHWKO B LaH Elwz-gz6t IEI
=) ModBus JanyueH: [¥]
=l testTCP
test Bl koHTponnepa: ["'.* | v]
testRTU
DCOM knueHT — Ketdurypauya
SHNMP knneHT ID: testTCP
BROoYHBIA B bIMMC IMTENE
R CEop LaHHBIX CHCT Hnam:
3B'§I’KOBEH KapTa onWcaHWe:
NoMYECKHI YpoBEHE
BelMMCIWTENE HE javar
CEop paHHBIX Siemens
Diamond nnate cbopa |
Budnuomexa wadnoxos:
| ApxWEBBI
(4 CreupansHoie Brntouate: (W

PesepEWpoEaHne: [ Bk nioYeHo

-]

MpegnoYTEHME MCNoNHEHNA: [<Elh|cmu-1|3'1 YPOEEHb= |vl

Tabnvuua NapameTRoe: [ModBusPrm_testTCP

Mepyopg cBopa gaHHe!x (c);
¥poBeHs NpHopuTETS 3agaquq cBopa gaHHbx: _E
Modbus npotokon: | TCPARP -

Appec TpaHCNopTa; [Sockets.testMndEus

-]

. [=]

ObbegnHATE PaMIEHTEI LaHHBIX: |E|

Bpems oXngaHna coeguHeHna (mc):

-

o]

Puc.8. Bximanka koHbuUrypanuu KOHTpoJIiepa.

C moMoIIbIo 3TON BKIAJAKH MOYXKHO YCTaHOBUTH:
+ CocrosiHre KoHTpoIiepa, a umeHHo: Cratyc, «Bximouen», 3amymien» u ums b/l, conepxkameit
KOH(UTypalnuio.
«  Wnentudukatop, vMs 1 ONMCAHUE KOHTPOJUIEPA.
« CocrosiHHE, B KOTOPOE MEPEBOAUTH KOHTPOIUIEP TMpH 3arpy3ke: « Bkimrouen» u «3armyieHy.

«  Pexum

TOPU30OHTAJIIBHOTO

KOHTpOJLIEpA.

pe3epBUpPOBAaHUA U

MMpEaAIIOYTCHUC

HUCIIOJTHCHU A

JaHHOI'O
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+  HWwms Tabnuisl 1uig XpaHeHus: KOHPUTypaluy napaMmeTpoB KOHTPOJUIepa.

- Ilepuon u mpuopuTeT 3a71a4u cOopa JTaHHbIX.

- ModBus nportokos, ucnonszyemsii 1uist ornpoca ¢uzudeckoro ycrpoiictsa (TCP/IP, RTU nmmn
ASCII).

« Ajpec UCXOAAIIET0 TPAHCIOPTa U3 CIUCKAa CKOH(PUTYPUPOBAHHBIX UCXOJAIIMX TPAHCIOPTOB B
noacucreme «Tpancnoptey OpenSCADA.

« ModBus y3en naznadyenms. B ciaydae ¢ mporokonamu RTU u ASCII — 370 MHAMBHIIyalbHBIHA
anpec pusnueckoro yctporictsa, a mpu TCP/IP — unenTudukaTop eIuHUIIB.

« OObenunenue GparmeHToB peructpoB. Crannaptasie QyHKiuu 01-04 MO3BOJSAIOT 3aPOCUTH
Cpa3y HECKOJbKO CMEXHBIX pEerucTpoB wiM OutoB. Takas cTpareruss 4acTto I03BOJISET
onTUMHU3UpoBaTh Tpaguk. OJHAKO HYKHBIE PETUCTPHI HE BCETJa PACHOJIOKEHBI CMEXHO JIPYT K
JpyTy, JAaHHasl OMIHMs TMO3BOJIsIET cobuparh ux B Ojoku g0 100 peructpoB mmm 1600 6uroB. K
YCTAHOBKE JIaHHOT'O IapaMeTpa HYKHO MOAXOAUTh C OCTOPOXKHOCTBIO, IIOCKOJIBKY HE BCE
YCTPOMCTBA MOJAECPKUBAIOT JOCTYII K PETUCTPAM MEXAY (pparMeHTaMH.

- Bpems oxumaHus coelMHEHUS B MWUIMCEKYHJaX. YKa3blBaeT IPOMEXKYTOK BpPEMEHH, B
TE€YEHNE KOTOPOI0 0XKMJaTh OTBETA. B ciyuae ykazaHus HyJI€BOIO 3HAYEHMsI UCIIOJIb3YETCSI BPEMS
OKUJaHMSI 10 YMOJIYAHUIO B TPAHCIIOPTE.

+ Bpems BOCCTaHOBIIEHMSI COEQUHEHUsI B CEKyHJaX. YKa3blBaeT IPOMEKYTOK BPEMEHH IO
HCTEUYEHUIO KOTOPOTO OCYILECTBIATh IOBTOPHYIO IONBITKY 3allpoca K paHee HEJOCTYIHOMY
YCTPOMCTBY.

 Ilomertok 3ampoca mis nporokoigoB RTU u ASCII. Vka3piBaeT Ha KOJHWYECTBO MOIBITOK
MIOBTOPEHMSI 3aIpoca B ClIyyae MOJyYeHHs] HETOIHOTIO WM MOBPEKIEHHOIO OTBETA.



3.2. [TapameTpsl

Monayne cOopa JaHHBIX TMPENOCTaBISIET TOJNBKO — OJUH
JloTIOTHUTENHHBIM KOH(UTYPAIIMOHHBIM TIOJIEM TapamMeTpa JaHHOTO MOAYs (puc.9) sBhsieTcs mepedcHb
obpabaTeiBaeMbIX aTpuOyTOB(peructpoB ModBus). ATpuOyT B 3TOM MepevHe 3amuchIBACTCs CAEAYIOIINM

15

obOpazom: <dt>:<numb>:<wr>:<id>:<name>. [ ne:

dt — ModBus tun nanssix (R-peructp, C-0ut, RI-peructp Bxona, CI-out Bxona);
numb — Homep peructpa uiau 6ura ModBus ycrpoiicTBa (necATHUHBINH, BOCBMEPUYHBIA WIIN

HIECTHA/IaTEPUYHBbI);

WF — PeXHUM UTEHHS-3aIHUCH (r-uTeHHe, W-3aIlUCh, TW-YTEHHE U 3aIUCh);

id — unentugukarop arpudyra OpenSCADA;
name — ums atpudyra OpenSCADA.

| QT OpenSCADA KoH(MrypaTop

TUI TIapaMeTpoB

“Crangapt’.

Pain  Penaktwpopadwe Buo  MNomowb
|b"|r.|;| B

g sSsL
tE Coketol
[ NocnenoeaTenbHbIA KH
[ BxogHod TpascnopT
Test ModBus
[ BeixogHoi ToaHCcmoy
Exlar
[} @i TPaHCNORTHBIE NPOTOKC
HTTP-peanmaauns
CoSCTEEHHBIA NPOTOKO
= ModBus
test
= J CHOp DaHHbIX
= Mogyns:
TpaHcnopTép neTod
= ModBus
= testRTU
test
Unidrive
DCOM knwedt
SMNMP knwent
EnouHBIA BRIYAC NAT
R CHop B aHHbIx ©
3eykKOBAA KapTa —
Norudec ki y poe ELE

.

O R R e B e B

QTStarter

= Ll 200 89

Mapametp: test

MapameTp I ATpry ThI | Apeauna l

— CoCTORHWE

Twn: std
BrnioueH: [

— KoHdoury pauma

1D test

Wma: [

CnucaHne:

Brnouats: [v|

[MepeyeHb aTpWayTOR:

R:O:rregl:Pernctp O
R:1:rrag1:Pernctp 1
R:3rw:reg3:PerncTp 3
R:4:rregd:Perwnctp 4

e e S T e Y

i
:

............ g

[Jfromar]

Puc.9. Bxnanka koHurypanuu nmapamerpa.
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B cOOTBETCTBHMU C yKa3aHHBIM CIIUCKOM aTPHOYTOB BBIMOJIHACTCS ONMPOC M CO3/aHHE aTpUOYTOB
napametpa (puc.10).

- QT OpenSCADA KoHdurypaTop — | O

Pain  Pepaktupoeadwne  Buan  MNomows QT Starter
y = .| e =
8B 0QOAx Ll 206G 2
ma [i]
§ Mapametp: test
g SsL
@ o s | Apcmaun
=~ NocnenoeaTenbHblA KH
[ BxogHoi ThademopT ID: test
Test ModBus
O Buixoguod pademo) Vns: ’
Exlar Dnucadue:
[l @ TPaHCNOpTHbIE NPOTOKE
HTTP-peannzayna e
CoSCTEEHHBIA NpoToKon
=1 ModBus
test
El- | COop LaHHbx Ouwbka: g
B Mogyne: i Pervetp O 1000
TpaHcnopTep woToY
= ModBus PervcTp 1 33
- testRTU (cTmp— -
pa3 |20
test H
Unidrive Perwctp 4: 4502
DCON knmeHT Eur 2 On
[+ SMMP knuedt
Bl Bur 4. O
ENoUHBIA BbIYKC NAT
R CEOp LaHHBIX C Bur & On
ZeykoRan KapTa & Eur & (W)
Norudec ki ¥ poeer
ol AL

Puc.10. Bxnagka arpuOyToB mapamerpa.
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